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Policies That Cover Data Security
	The first policy on data security is ensuring all the data available in the hospital is categorized into four categories: confidential data, data to send and used internally, general data, and data that is meant to be sent outside the hospital. This way, all the IT staff, workforce, and management will be fully aware of what data they are responsible for and what exactly is expected of them. The second policy is; the IT department should regularly check and scan for vulnerabilities in the hospital’s IT infrastructure. Identifying all the vulnerabilities in the infrastructure will make it difficult for hackers to find any, keeping all the information safe and secure. The third data security policy is designating a specific team the duty and responsibility of monitoring and controlling all user accounts. This way, they will be able to keep track of who is accessing what.
	One of the recommendations in the design of audit trails is that the hospital should have a good document management process in a manner that will meet the organizational structure of the hospital. Once the documentation procedure has been reached and accepted, all the employees should be aware of and follow the procedure to the latter. The second recommendation is the performance of a periodic review of the audit logs, which will use in the detection of any unauthorized access to the patient's information, establishing a culture of responsibility and accountability, etc. the third and last recommendation is the management of patches and updates to the hospital’s software. The software providers may provide updates, but sometimes the team should develop the code to ensure smooth running and operating of the software.


Critique the Systems
The data correction system does not meet the regulatory requirement where the patient’s privacy should be safeguarded at all costs. In this case, the patient's privacy is compromised during the data correction process, where his/her information is put in display and known to the technical team who are not allowed to see that information. 
Recommendations for device selection based on workflow, ergonomics, and human factors should consider the following. The requirements of the patients should be understood fully before selecting the device to use. The design of the device should meet the anticipated needs of the user. Thirdly the chosen design should facilitate efficient, accurate, and error-free performance. Lastly, the design should achieve the best compromise between efficiency, effort, accuracy, safety, and the costs for specific situations. All these should be done considering human factors, how these devices will reduce the chances of the human factors interfering with the devices' smooth functioning. Some of the human factors to be considered in this case include; the cognitive functions, cognitive systems, types of performance, error types, etc. 
Information System's Architecture
[bookmark: _GoBack]There are four types of systems architecture; the stand-alone, centralized, decentralized, and the federated (Sahama, 2017). All these systems show how components, technology, and data are organized, and the relationship between them. The best system in this case that clearly shows the database design and data warehousing is the centralized system. The centralized systems have a single database, also known as the warehouse that contains all the entered data. There can be several entry points across the hospital, but the data is all kept in one place. An example is the multi-departmental electronic medical record system, which means that no matter where the patient is being treated in the hospital, the provider can always check the patient’s information and enter data for the patient. The advantage that comes with this architecture is that accessing data from different places is much easier and efficient. Secondly, it can be created easily as the same thing is just implemented everywhere. However, a substantial technological infrastructure is required to support the communication between the point of data entry and the central repository.

During system implementation, the hospital has exposed itself to several lethal mistakes when it comes to system testing. The hospital still uses the developers to test the system, which should not and never be the case. This is because developers always rust the process, given the tight deadlines. The IT department should have a dedicated professional tester always to do the testing; this way, the tester can easily find semantic or syntactic bugs. The second mistake that the IT department has been doing when testing the system is not analyzing the defects that have been found to find their root cause. Finding the root cause makes it easier to fix the problem and prevent other errors arising from the same root cause. When it comes to data relationships, the IT service management implementation- some several tools and data are migrated into the new system. Foregoing data cleaning activities are common to the deadline on time, forgetting that the system has many complex dependencies and relationships. This garbage data creates a web of related records that usually compromise data quality in other parts of the system.
Information Management Plan
	Information management in a hospital is usually the “sum of all management activities in a hospital that transpose the potential contribution of information processing to fulﬁll the strategic hospital goals into hospital’s success” (Muji, 2010).   The first entry in the management plan will be an approach for information management. The IMS should be developed to recognize the data standardization. The system should also be designed to be flexible as much as possible to accommodate any future adaptations made. The IMS should also be on a centralized data storage set. This way, the hospital can access the whole data set, rater tan small units of data residing in the individual departments.  This database will be developed using standardized data transfer protocols for data exchange. Then the STDP will be organized through a relational structure. The second entry in the plan will be the four participants' roles and responsibilities in the management plan. The data generator, Information management coordinator, information management officer, and the technical subcommittee chairs. 
Development Life Cycle
The first phase of the development life cycle is the requirements analysis or the initial phase- some of the challenges that may be faced in this phase include non-defined objectives, where the objectives of both the end-user and the requirements cannot be well understood. The second challenge is the lack of resources, especially finances. The third challenge that may arise during this phase is poor communication between clients and the consultant. The second phase is the development or acquisition phase (Sadoughi, 2011). Some of the challenges that may arise in this phase include; difficulties in designing the security architecture. Lack of specific elements to be defined for the required system. Lastly, being overwhelmed by the numerous components such as the security level, modules architecture, interfaces, etc. the third phase is the implementation phase- here challenges can arise from writing the code, physical construction of the system to the installation of the hardware and the software. The fourth phase is the operations maintenance phase- challenges that may arise in this phase is the lack of spare parts for the hardware in case of dysfunction. The second challenge that may occur is the feasibility of some aspects of the system. The fifth and last phase is the disposal phase-some of the challenges that can arise from when the disposed of information or data lands in unwanted hands and used against the hospital. 
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